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Abstract With the rapid development of machine learning techniques, especially deep learning (DL),
their application domains are wider and wider and increasingly expanded from cloud computing to edge
computing. In deep learning, DL models as the intellectual property (IP) of model providers become
important data. We observe that DL accelerators deployed on edge devices for edge computing have the
risk of leaking DL models stored on them. Attackers are able to easily obtain the DL model data by
snooping the memory bus connecting the on-chip accelerator and off-chip device memory. Therefore,
encrypting data transmitted on the memory bus is non-trivial. However, directly using memory
encryption in DL accelerators significantly decreases their performance. To address this problem, this
paper proposes COSA, a COunter mode Secure deep learning Accelerator architecture. COSA achieves
higher security level than direct encryption and removes decryption operations from the critical path of
memory accesses by leveraging counter mode encryption. We have implemented COSA in GPGPU-Sim
and evaluated it using the neural network workload. Experimental results show COSA improves the
performance of the secure accelerator by over 3 times compared with direct encryption and causes only

13% performance decrease compared with an insecure accelerator without using encryption.
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Fig. 1 The architecture of the deep learning inference accelerator on edge devices
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